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Confidentiality and integrity of wvoting results constitute major
challenges in web-based e-voting systems, as vote tallying in
conventional approaches still requires data decryption. This condition
potentially enables intervention by private key holders and reduces
trust in election outcomes. The votenow e-voting platform of PT XYZ
does not yet support vote tallying in an encrypted state; therefore, an
alternative encryption mechanism is required that does not
significantly alter the existing system workflow. This study aims to
evaluate the BFV (Brakerski-Fan—Vercauteren) Homomorphic
Encryption algorithm as a proposed encryption mechanism for the PT
XYZ e-voting system (product name anonymized). A controlled
experimental method was applied using a testing prototype with
encryption and decryption modules implemented in C++ based on the

Microsoft SEAL library, while a PHP-based web interface was
employed for data input and visualization. The evaluation assessed the
time required to input 50,000 encrypted votes, vote tally accuracy
using both decryption-based counting and direct ciphertext
computation without decryption, total ciphertext size, verification time
for encrypted data validity, ciphertext decryption time, and vote result
presentation time. The results indicate that the input of 50,000 votes
was completed within 5 minutes, meeting the 10-minute target. Vote
tally accuracy reached 100% for both counting methods, and the
ciphertext size of 383.4 MB remained below the 512 MB threshold.
Furthermore, the encrypted data verification time was recorded at
225.8 seconds, ciphertext decryption time at 5 minutes and 15 seconds,
and vote result presentation time via decryption at 13.816 seconds, all
of which fall within acceptable operational limits. Based on these
findings, the BFV algorithm is considered suitable for adoption as an
encryption mechanism in the PT XYZ e-voting system, as it enables
vote tallying in the encrypted domain while preserving the
confidentiality and integrity of voter data.
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1. Introduction

. The rapid advancement of information technology has gradually encouraged various stakeholders to
transition toward web-based electronic voting systems. E-voting is considered capable of improving the
efficiency, transparency, and accuracy of the electoral process; however, it simultaneously introduces
significant challenges related to data security and the integrity of voting results. One fundamental weakness
in many conventional e-voting systems is their reliance on decryption during the vote tallying phase, which
technically creates opportunities for intervention by private key holders and may consequently reduce public
trust in the authenticity of election outcomes[1]. Amid the growing need for secure tallying mechanisms,
Homomorphic Encryption (HE) technology offers an approach that enables computations to be performed
directly on ciphertext without revealing the underlying data through decryption[2]. The Brakerski-Fan-
Vercauteren (BFV) algorithm is a Homomorphic Encryption (HE) scheme designed to efficiently support
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integer arithmetic operations on encrypted data, making it well suited for e-voting scenarios that require a
balance among security, accuracy, and performance[3].

Previous studies have demonstrated the potential of Homomorphic Encryption (HE) to enhance the
security of voting processes; however, most of these works remain limited to prototype implementations or
constrained simulations. Zhan et al.[1] demonstrated that HE is capable of preserving the privacy of voters’
ballots, whereas Hu et al. [2] developed a multi-key BFV variant that enhances security aspects but still faces
challenges related to the complexity of the relinearization process. Yuan et al. [3] emphasized that integrating
Homomorphic Encryption with decentralization approaches can reduce reliance on third parties. Kraavi dan
Willemson highlighted the need for cryptographic proofs to verify the correctness of votes, while Umar et al.
[5] demonstrated that the Paillier scheme can preserve privacy but produces larger ciphertexts and is less
efficient for large-scale deployments. Manzanares-Lopez dan Cano investigated the performance of the
Microsoft SEAL library for Fully Homomorphic Encryption (FHE) on large datasets; however, their work did
not relate the evaluation to web-based e-voting implementations. In addition, several other studies have
emphasized the presence of side-channel and timing attacks in traditional encryption mechanisms, further
underscoring the necessity of tallying mechanisms that do not require decryption. Collectively, these studies
indicate that although HE approaches, including BFV, are built on strong theoretical foundations, there
remains a research gap in evaluating BFV implementations directly within web-based e-voting systems
operating in near-realistic environments. This study addresses this gap by adapting a web application
environment and a representative number of voters aligned with the real-world e-voting requirements of PT
XYZ.

In the Indonesian context, PT XYZ (name anonymized) is a company that develops an e-voting platform
known as VoteNow, which is utilized by various institutions for online voting. The system is functionally
stable; however, the entire vote recapitulation process still relies on decryption, thereby leaving residual risks
of intervention by private key holders. Addressing this gap, this study proposes the application of the BFV
algorithm to construct a high-performance secure comparison protocol that enables comparison operations to
be performed entirely on encrypted data without revealing the actual values. [7]. The protocol evaluated in
this study focuses on accelerating large-integer comparison using BFV ciphertexts by measuring parameters
such as the number of required encryptions, computation time, ciphertext size, and decryption efficiency,
thereby providing a more comprehensive performance assessment than previous studies, which have largely
been confined to small-scale algorithmic aspects.

Studies such as Al Badawi et al. [8], k laine et al. [9] , and Pedrouzo-Ulloa et al. [10] have established
strong mathematical and algorithmic foundations, as well as insights into BFV and RLWE-based security;
however, they primarily focus on theoretical aspects and computational optimizations and do not address
direct implementation within e-voting systems. Building upon this gap, the present study provides an
empirical contribution by evaluating the application of BFV on a commercial, web-based e-voting platform.
The results demonstrate that vote tallying can be performed entirely within the encrypted domain with 100%
accuracy for a large number of votes (50,000 ballots), efficient processing time, and storage requirements that
remain within system constraints. These findings confirm the feasibility of BFV for deployment in production
environments and highlight its potential to enhance e-voting security, both in the PT XYZ case study and more
broadly for similar e-voting software products in the future.

2. Method

This study employs a controlled experimental method to evaluate the application of the BFV
Homomorphic Encryption algorithm within the context of a web-based e-voting system at PT XYZ. This
approach is used to examine how the BFV algorithm operates under conditions that closely resemble a real
operational environment, particularly in the processes of vote encryption, encrypted vote data processing, and
decryption of aggregated tally results. In deploying BFV within an operational setting, noise growth remains
an aspect that must be considered, although it is not quantitatively analyzed in this study. Aggarwal et al.
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noted that noise introduced during encryption and homomorphic operations can potentially affect the
success of the decryption process, both when using the secret key and when decrypting final computation
results [11]. Therefore, although noise is not treated as an analyzed variable, verification of the computation
results —including the processing of encrypted votes remains necessary to ensure that the homomorphic
processes do not produce decryption errors due to potential noise accumulation.

Prior to testing, a public-private key pair was generated along with the configuration of BFV parameters,
including the polynomial degree, coefficient modulus, and plaintext modulus, all selected to meet a minimum
128-bit security standard. These configurations were kept consistent to ensure objective evaluation of the
experimental results. The subsequent stage involved the creation of a dataset comprising 50,000 dummy
entries, each consisting of a randomly generated 16-digit National Identification Number (NIK) and a
candidate choice valued from 1 to 5, in order to simulate a large-scale voting process aligned with the
operational requirements of PT XYZ..

The testing procedure was designed to follow the e-voting workflow as described in the scheme evaluated
by Chillotti et al [12], It includes the process of encrypted vote input, accuracy verification through decryption
of the final results, and correctness validation via direct operations on ciphertext, as performed during the
homomorphic tallying stage. In addition, evaluations of ciphertext size and decryption time were conducted
to examine the characteristics of the final computation results, in line with the implementation practices
presented in the referenced study. To ensure that the experiments were conducted in a measurable and
systematic manner, testing parameters, targets, and hypotheses were defined based on the evaluation
approach recommended in homomorphic encryption-based e-voting schemes (VoteNow). The following table

summarizes all testing parameters used as references in the experiment.

Table 1. Experimental Parameters and Evaluation Criteria

. . Measurement Tool / Target/
No. Testing Parameter Parameter Description Method Hypothesis
Time required to input 50,000
1 Vote Input Time vote records into the e-voting Web API client using curl | Maximum 10
(including parameters) | system with randomly selected on Linux CLI minutes
candidates
Comparison of vote tally results Web-based decryption
for all candidates between feature integrated with
Vote Accuracy Using plaintext data (without BFV and Microsoft SEAL o
2 . . . . . 100% accuracy
Decryption Method encryption) and ciphertext C++ using the private key,
(Homomorphic BFV) through the | compared with plaintext
decryption process tallying from the database
Comparison of vote tally results Web—b.asefl Vote
. . Counting” feature
Vote Accuracy Using for all candidates between inteerated with BEV
3 | Ciphertext Without plaintext data and results o8 . . 100% accuracy
. . . . without using the private
Decryption obtained directly from ciphertext K .
. . . ey, compared with
computation without decryption .
plaintext results
. . Inspection of ciphertext
4 En.crypted Data Size Total size of encrypted data for file /table size in the Maximum 512 MB
(Ciphertext) 50,000 votes
storage system
Time required to verify the Measurement of
Encryption Validity e red y verification processing Maximum 10
5 AN . validity of encrypted vote data for | . .
Verification Time time through the BFV minutes
50,000 votes
module
Time required to decrypt Web-based decryption
6 Ciphertext Decryption | encrypted vote data for 50,000 feature using the private Maximum 10
Time votes using the BFV decryption key configured on the minutes
method server
Vote Resglt . Time required to display VOte.} Measurement of execution | Maximum 10
7 | Presentation Time tally results after the decryption . .
. time for the vote result minutes
(Decryption Method) process
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display feature on the web
interface

After the testing parameters were defined as summarized in the table, the experiment was designed to be
executed sequentially to evaluate all aspects of the BFV algorithm implementation. The first test focused on
the vote processing time, or encrypted vote input time, namely the duration required to encrypt and store a
given number of votes, for example 50,000 entries. This approach follows BFV benchmarking practices such
as those employed in FHEBench, where encryption latency and throughput are quantitatively evaluated [13].
During this stage, the system recorded the total processing time and the average time per entry and compared
them against the predefined maximum target time (e.g., 10 minutes), similar to the latency metrics measured
in BFV implementation studies on GPUs. This evaluation aimed to assess the capability of the BFV algorithm
to handle large-scale vote input processing in accordance with the established testing parameters. The testing
parameters, targets, and hypotheses were formulated based on evaluation practices recommended in the
literature to ensure that the experiments were conducted in a measurable and systematic manner.

In the second stage, all ciphertexts were decrypted using the private key, and the results were verified one
by one against the original plaintext to ensure full equivalence. This procedure is consistent with analyses of
modified BFV schemes designed to preserve decryption correctness even under randomized evaluation
conditions [14], and is further supported by practical experiments demonstrating that BFV decryption can
maintain high accuracy after various encrypted computational operations [15]. A target accuracy of 100% was
selected to preserve system integrity and prevent any distortion of vote values.

The third stage evaluated vote tally accuracy through direct operations on ciphertext without performing
decryption during the process. This approach follows the homomorphic e-voting scheme described by
Chillotti et al., in which tallying is carried out entirely within the encrypted domain and only the final result
is decrypted to verify its consistency with plaintext computations[12]. The BFV algorithm supports ciphertext-
to-ciphertext addition, enabling vote aggregation to be performed securely without revealing individual
values. Therefore, a target accuracy of 100% was established to ensure that all addition operations within the
encrypted domain produce results that remain consistent when verified through final decryption.

Storage efficiency analysis was conducted by summing the file sizes of all 50,000 serialized ciphertexts and
comparing the result with the 512 MB capacity limit enforced by the PT XYZ system. This procedure follows
standard practices in modern FHE benchmarking studies, which commonly evaluate ciphertext size as part of
assessing storage overhead and implementation scalability [13][16][17]. In addition, this analysis considers
findings from studies that investigate the deployment of FHE on resource-constrained infrastructures,
particularly with respect to the relationship between processing time characteristics, ciphertext size, and
storage requirements [18].

The subsequent stage measured the decryption time of the encrypted vote tally results, namely the
duration required to transform the aggregated ciphertext into plaintext. As this is the only process that
requires the private key, a maximum time limit of 10 minutes was established to ensure that the recapitulation
does not impede the e-voting workflow. In addition, the decryption time of individual votes was also
evaluated to simulate the need for granular auditing. This approach aligns with findings from previous studies
indicating that BFV decryption can be a critical aspect to consider in practical deployments [16][19][20].

The entire testing procedure was repeated multiple times to obtain more stable and representative average
values. The evaluated variables included vote input time, decryption accuracy, ciphertext-based tally
accuracy, ciphertext size, final result decryption time, and individual vote decryption time. All experimental
outcomes were subsequently compared against the predefined performance targets established by PT XYZ.
This comparative analysis was conducted to assess the suitability of the BFV algorithm in meeting the system’s
security requirements and operational constraints when employed as an encryption mechanism for e-voting.
To facilitate understanding of the research workflow, the overall methodology is illustrated through the
following activity diagram
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Figure 1. Research Logic Flow

3. Results and Discussion

3.1 Encryption Algorithm

The Brakerski-Fan-Vercauteren (BFV) algorithm is a homomorphic encryption scheme specifically
designed to enable data processing without revealing the underlying plaintext values [8]. Its fundamental
principle is that mathematical operations, such as addition and multiplication, can be executed directly on
encrypted data, yielding results equivalent to those obtained when the same operations are performed on
unencrypted data [8]. This approach is particularly critical in electronic voting systems, as it preserves the
confidentiality of voters’ ballots while simultaneously enabling secure and transparent verification of
election results [8].

In practice, the BFV algorithm operates by leveraging complex polynomial structures and the security
foundations of the Ring Learning with Errors (RLWE) problem, which is considered computationally
intractable using conventional methods[21]. ncrypted data remain in ciphertext form throughout the entire
computation process, allowing vote tallying to be performed entirely within the encrypted domain[22].
Only after all votes have been aggregated is the final result decrypted, revealing the total number of valid
votes without ever exposing individual voters” selections [23].

One of the primary advantages of the BFV scheme lies in its ability to perform exact integer computations
without relying on rounding operations that could otherwise introduce result discrepancies [14].
Experimental studies have demonstrated that BFV achieves efficient performance with manageable
encrypted data sizes and processing times that are suitable for large-scale systems[23]. More recent
developments further indicate that BFV efficiency can be enhanced through hardware-level optimizations
and the adoption of parallel computing techniques to accelerate both encryption and encrypted data
processing tasks [24]

Nevertheless, the deployment of BFV introduces specific challenges, as each homomorphic operation
increases the noise level within the ciphertext, which may degrade result correctness if not properly
managed [25]. Consequently, careful selection of encryption parameters and the application of appropriate
algorithmic optimization strategies are essential to ensure that the scheme remains stable and accurate
when applied to large-scale voting systems [26]. Overall, the BFV algorithm provides a robust solution for
preserving the confidentiality and integrity of votes in e-voting applications, while supporting the
advancement of more secure and trustworthy digital democracy systems [27]. The algorithm comprises the
following core components:
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3.1.1  Secret Key Generation
The secret key generation process constitutes the initial stage of the BFV homomorphic encryption scheme
and is responsible for producing the private key. This key serves as a fundamental element used throughout
both encryption and decryption procedures to ensure data confidentiality and consistency [28]. As the core
component of the security mechanism, the secret key grants exclusive capability to recover encrypted data
into its original plaintext form, making it accessible only to the legitimate key holder [10]. In the BFV
algorithm, the secret key is generated using a randomized approach grounded in mathematical distribution
theory. The resulting random polynomial is embedded within a specific modular space known as a
polynomial ring, with the generation process adhering to security principles based on the Ring Learning
with Errors (RLWE) problem [29]. This structure ensures that, even if an adversary gains access to the
ciphertext, deriving the secret key directly remains computationally infeasible due to the high mathematical
complexity involved. Furthermore, the security strength provided by the secret key is highly dependent on
the parameter choices employed during its construction. Parameters such as the polynomial degree and
modulus size must be carefully selected to achieve an optimal balance between security and system
efficiency [17]. Choosing parameters that are too small may weaken security guarantees, whereas
excessively large parameters can significantly degrade system performance. In BFV, the secret key is
defined within a polynomial ring framework, which can be formally expressed as follows:

s =Zq[X]/(XN + 1) (6))]
The primary parameter required during secret key generation is the value NNN, which represents the
polynomial degree and must be a power of two, such as 1024, 2048, 4096, 8192, and so forth. As the polynomial
degree increases, the resulting ciphertext size also grows accordingly. The following table illustrates the
ciphertext sizes produced under different polynomial degree configurations during encryption.

Table 2. Ciphertext Size and Storage Requirements for Different Polynomial Degrees in BFV

Polynomial Modulo (n-bit) | Ciphertext Size | 100K Data Size
1024 ~8kb ~800MB
2048 ~16kb ~1.6 GB
4096 ~66kb ~6.6 GB
8192 ~263kb ~26.3 GB

3.1.2 Public Key Generation
The public key is constructed using the following mathematical formulation:
(a.b=-as+e) 2
In the formulation above, the secret key sss is utilized in the construction of the public key. This public key
subsequently serves as the primary component for encrypting data within the BFV encryption process.

3.1.3  Encryption
During the encryption process, the ciphertext is denoted by ccc and is generated using the following

formulation, where r represents a randomly sampled value:
(c=a-r+elb-r+e2+A-m 3)

3.14 Decryption

The decryption stage in the BFV algorithm is responsible for transforming ciphertext back into plaintext so
that the original data can be interpreted. In this phase, the ciphertext is processed using the secret key and the
parameters defined in the system configuration, resulting in a recovered message that is identical to the data
prior to encryption. In addition, BFV supports direct mathematical operations on ciphertexts, such as addition
and multiplication —without requiring intermediate decryption. This capability makes the BFV algorithm
highly effective for applications that demand strong security and efficient encrypted data processing,
including its deployment in e-voting systems.
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3.2 Initial Implementation and Functional Testing of BFV

The interpreter and interface of this study were developed using native PHP and C++ with support from the
Microsoft SEAL library. Native PHP serves as the user-facing interface for the voting process, as well as for
managing data input and storage within the database, while the C++ program functions as the cryptographic
module responsible for encryption, decryption, and vote computation using the BFV algorithm. At this stage,
the implementation was focused on preliminary testing to verify that the BFV-based C++ program operates
correctly and communicates reliably with the PHP application. Candidate selection data transmitted from
PHP are encrypted by the C++ module, and the resulting ciphertext is returned to PHP for storage. This initial
testing was conducted prior to large-scale deployment to ensure the reliability of the cryptographic
mechanism before proceeding to more extensive system evaluations.

3.21 General Description of C++ Module

In this study, the encryption process is executed using an executable file named he_bfv, which is compiled
from a C++ program. The smallest polynomial degree, namely 1024, was selected in order to minimize the
resulting ciphertext size. The following example illustrates the execution of the module:he_bfv <keydir>
keygen

e he_bfv <keydir> encrypt <cand1..5>

e he_bfv <keydir> decrypt < <b64cipher>

e he_bfv <keydir> calculate [--file=PATH] [--json]

e he_bfv <pubkeydir> calculate_enc [--file=PATH]

e he_bfv <keydir> decrypt_vec < <b64cipher>

Explanation of Functions in the he_bfv Program :

3.21.1 he_bfv <keydir> keygen Functions

The he_bfv <keydir> keygen command is the initial function that must be executed prior to the encryption
process. This command generates three files — params.seal, public.seal, and secret.seal — which are stored in
the directory specified by the <keydir> parameter. The roles of these files are described as follows:

e params.seal stores the cryptographic parameters and configuration settings associated with the BFV
homomorphic encryption scheme. These parameters define the operational environment of the
encryption process.

e public.seal contains the public key, which is utilized for encrypting data and performing
homomorphic computations directly on ciphertexts. These computations enable vote tallying for each
candidate without requiring decryption, and the resulting output remains in encrypted form.

e secret.seal holds the private key, which is used to decrypt individual candidate identifiers as well as
to decrypt the encrypted results produced by the homomorphic computations performed using the
public key.

3.2.1.2 he_bfv <keydir> encrypt Funcion

The proposed e-voting system applies encryption to secure voter selections by encoding each candidate as a
numerical identifier. Upon vote submission, this value is forwarded to an encryption module based on the
BFV homomorphic encryption scheme, which supports direct computation over encrypted values without
decryption, thereby maintaining confidentiality during processing [25]. The encryption output is a ciphertext
encoded in Base64 format, with an observed size of approximately +8 KB per vote, considerably larger than
plaintext data. While ciphertext files are generated for experimental evaluation and size analysis, they are not
used in the system’s core storage mechanism. In practice, encrypted votes are stored directly in the database
as long strings within the encrypted vote table. The substantial storage overhead is an inherent trade-off of
BFV-based homomorphic encryption, balancing storage cost against secure encrypted computation
capabilities, as similarly documented in previous large-scale and sensitive data applications [25].
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Table 3. ncrypted and Hashed Candidate Data
No Function Under Test Result

1 Encryption and Hashing : $ ./he_bfv keys encrypt 1
. _ XQEQBAECAACrFQAAAAAAACiI1L/1gsh+NrADcAwWF2maeEg+ETS8Z8MAELSwEBe14kud7C+Wg0
of a Candidate (ID =1) . i . : ; R Sera
AACzFfxBCgAAADa09xd8UvSVDAAAANIKIZATIAAAA99ZEnwsAAAAUC3 IMDgAAAEX31Z4UF Iczl
KezpwBcBZeQE7EgLCQAAAEXLr78113pMudXv2hbg8mRUdrY61f18hrgbjdczrzdObUl2xgK7d
0] c+WYq5BgAAATynifGHONjXBGrQ8beVOOc6y75xAB/pTI 10RVHt7FA)QHbR IAUAAAAS/hU]

31/cpilTbRSIFDSm1PK6ZqsXW7|

Fre_La aren T L B I T P

2 Candidate = Encryption :
for an Individual Voter | EEeNEE

with a Size Limit of +8 KB : $ du -sh pemilihl
8.0K pemilihl

3.2.1.3 he_bfv <keydir> decrypt

The decryption function is applied to recover plaintext data from ciphertext generated by the he_bfv
<keydir> encrypt operation. This step ensures that the encryption mechanism preserves data integrity and
that encrypted values can be accurately restored. Decryption is performed using the command ./he_bfv
keys decrypt < pemilihl, where pemilihl contains the ciphertext produced earlier using ./he_bfv keys
encrypt 1 > pemilihl. The program reads the ciphertext from the input file and applies the appropriate
cryptographic key to reconstruct the original plaintext. In this test case, the decrypted output is the value
1, confirming the correctness of the encryption-decryption workflow.

Table 4. Decrypted Data of a Single Vote
No Function Under Test Result
1 Single Vote Decryption : $ ./he_bfv keys decrypt < pemilihl
Process '

3.214 he_bfv <keydir> calculate
The BFV calculate operation enables encrypted vote aggregation by performing homomorphic
computations on ciphertexts generated through the BFV encryption scheme. This mechanism supports

secure vote counting without exposing plaintext data at any stage of the computation.

Kandldal 1 Kalldil:iat 2 Kamlida! 3 Kanﬂu]a{ 4 Kandlr.ial 5

[0, 0, 0, 0, O]

index-0 index-1 index-2 index-3 index-4

Figure 2. Angka index vector sederhana

Votes are encoded as index-based vectors in which each position represents a candidate. A vote for the
first candidate is expressed by assigning a value of one to the zeroth index and zero to all remaining
positions, effectively forming a digital ballot representation.

Encrypted vote aggregation is achieved by homomorphically summing these encrypted vectors across all
participants. The BFV homomorphic encryption scheme enables this computation to be executed without
disclosing any individual selections. The aggregated result remains encrypted and is accessible in
plaintext only to authorized parties holding the secret key, thus ensuring both privacy preservation and
result integrity.
Table 5. Single-Vote Test Results

No Function Under Test Result

1 Single—Vote Calculation : $ ./he_bfv keys calculate --file=pemilihl
Test Without Decryption
(Ciphertext-Based
Computation)

[1,0,0,0,0]
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3.21.5 he_bfv <pubkeydir> calculate_enc
The calculate_enc operation computes encrypted vote totals using homomorphic addition over
ciphertexts, producing an encrypted aggregate result. Unlike plaintext-based tallying, this process does
not require decryption and relies solely on the public key, thereby preventing exposure of individual
votes. The encrypted output can be verified and stored before being decrypted only by authorized entities
holding the secret key, ensuring both correctness and privacy preservation.[26].

The following table summarizes the experimental validation of the he_bfv <pubkeydir> calculate_enc

function:
Table 6. Evaluation Results (calculate_enc)
No Function Under Test Result
1 An experimental setup mkdir public

was created to verify that
the calculate_enc
operation can be
performed without
access to the private key.
A separate directory,
denoted as public, was
prepared to include only
the parameter and public
key files. This setup
confirms that encrypted
vote aggregation can be
carried out using only
public information.

seal public/

/public
/parms.seal public/

1s public/

parms.seal public.seal

After  execution, the
calculate_enc function
produces its output in
ciphertext form rather
than as a plaintext vector,
as generated by the
he bfv <keydir>
calculate function. This
result confirms that vote
aggregation is
successfully  performed
directly over encrypted
data without requiring
any decryption step.

- ¢ 1s public/
parms.seal public.seal

file

surat

$ ./he_bfv public calculate enc -
XqEQBAECAABNLgAAAAAAACIIL/1gYT9tcgHqlqufLhCgvGbe@lPAvDPC+VPr46HT 1pWiGC1dRIaFPfPI323x1qgC0

semua suara

The encrypted output is
saved as total_suara.b64
and its integrity is
verified using a
checksum prior to being
decrypted with
decrypt_vec for final
result validation.

6 6UC --{TT6=26WNS 2NL9f 2n9LY > FOL9] 2n9La-ppyt

3.2.1.6 he_bfv <keydir> decrypt_vec
The decrypt_vec operation decrypts the encrypted aggregation result generated by calculate_enc using
the secret key, producing a plaintext vector of vote counts. The equivalence between this output and the
plaintext result produced by calculate verifies the correctness of encrypted computation under the BFV
scheme and confirms its applicability to privacy-sensitive systems such as e-voting. To verify the
correctness of the implemented algorithm, the following table summarizes the experimental validation of
the he_bfv <keydir> decrypt_vec function.
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Table 7. Evaluation Results (decrypt_vec)
No Function Under Test Result

1 Decrypting the output of : 5

ypung p . - $ mdSsum total_suara.b64
calculate_enc LN - 550477d03294692686d5b20b1b7338 total suara.b64
decrypt_vec yields the

same vector as that

$ ./he_bfv keys decrypt_vec < total _suara.b64

{"counts":[1,4,1,1,2]}

produced by plaintext be
computation, thereby

confirming the

correctness of the

homomorphic

encryption-based

computation.

These C++ modules implement the essential cryptographic operations required for BFV-based encryption,
decryption, and encrypted-domain computation.

3.2.2  Large-Scale Testing with 50,000 Votes

As described previously, the PHP application serves as the user interface for vote submission and for inserting
voting data into the database. In this project, the he_bfv program is invoked by native PHP through a class

named BFVProvider, which acts as an interface between the application layer and the cryptographic
computation module.

he_bfv (C++)

D ¥

params.seal  secretseal public.seal

*Angka merepresentasikan
Nomor Urut Kandidat

O

crypto.php

NIK: 123..) bch91d35519662267
Kandidat_ID\1 S2FYZGIKYXQgTg==

—a

Form Voting (index.php) submit.php

Figure 3. PHP-Side Voting Submission Workflow

1. A web interface for manual candidate selection.

E-Voting » Demo Form

Figure 4. Interface Web PHP untuk melakukan pemilihan secara manual
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2. Voting Process with 50,000 Dummy Votes
50,000 dummy votes were processed through the BFV Linux CLI with parallel input support provided
by Python tools, and the results were later verified in the subsequent validation phase.

3. The admin.php interface provides access to the vote totals recorded in both the plaintext (tabel_plain)
and encrypted (tabel_encrypted) database tables

v @ i i

© SN FRCRAKER

Dashboard

Tetaliglai) Total (snerypted)
50000

50000

Agregat Suara (Plain)

Kandidat suara
Kanelida: 1 s
w03
w10
1o

Waidu Cok v N Pain Decrypt Status

Tidak a4 data yona tersadia pada tabelin

aenti Seselmmya  Selanjutnya

Lk Fiter NIKjstatus. Tombol akspor tersedia di atas abel

Figure 5. Vote Data Display on the Admin Page
4. Upon completion of the verification stage, a JSON output is produced to report the verification
outcome.

~ @ Admin E-Voting %X @ localhost/app/verify.php

C M ® localhost/app/verify.php

Tryit Editor v3.6 W3.CS5 Slideshow @) linsn led download|... » RAMADHAN - YouT...

Pretty-print

Akurat®,
“: 225.86125588417053

Figure 6. Vote Record Verification Process

The experimental results demonstrate that the system requires approximately 225.861 seconds to
handle 50,000 votes, including data insertion into both plaintext and encrypted storage tables

5. An accuracy evaluation page demonstrating 100% correctness for both non-encrypted and
homomorphic voting.

Dashboard

50000 50000 100.00%

Agregat Suara (Plain)

Figure 7. Vote Accuracy Information on the Admin Page
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The experimental findings indicate that the vote input mechanism maintains perfect accuracy
(100.00%) across 50,000 submitted votes.

6. Encrypted Data Storage View

The figure below demonstrates that both voter identifiers (NIK) and selected candidates are stored
in encrypted form.

1D 4 NiKCHash

Figure 8. Hashed and Encrypted Votes and NIK Display on the Officer Page

7. Encrypted Vote Tallying Process Without Decryption

Figure 9. Direct Ciphertext-Based Vote Calculation Without Decryption

The experimental results indicate that encrypted-domain vote aggregation is completed in
approximately 13.816 seconds.

Petugas — Encrypted Votes

Total time

/RpZw+n2s 12c 40DRICTTybrd 1daspc]ud inceek / 73 15LPPIX107C cv. THIEC =

N2 §/ VoS kNB HGTUQEXEMC EPe £ F STGSPSUS 201 tAD MUEDOtH/ WD 600/ SFPE ZTAPATE IKKELN WUt 4DV + 3t PXZWARPAVIVIE THIGE
2or1geMkOBVATGEKR]
DUBONVT 7aqfUrnBLUXFS0

CaFLTP/+1KvonST *

Figure 10. The aggregation of all election results (50,000 votes) requires only 13.816 seconds.

8. Decryption Results of Ciphertext
The following figure shows the decryption-based vote counting procedure, resulting in the
cumulative vote totals for all participating candidates.
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Decrypt Encrypted Vectol

File Basebd (

Choose File  No fil

XEQBAECAABRL BAMAARACI 11/ 1EYTI] cghal p+

#1 #2 #3 24

Kandidat 1 Kandidat 2 Kandidat 3 Kandidat 4 Kandidat 5

9,862 10,013 10,120 10,049 9,956

(9862, 10013, 10120, 10049, 9956

Figure 11. Vote tally results for each candidate obtained by decrypting the ciphertext output of the BFV
homomorphic computation.

3.3 Analysis and Evaluation of Test Data

3.3.1 Evaluation of Accuracy Test Results

The verification accuracy results are presented as follows:
e Analysis of Verification Test Results for Each Vote Record Using

v @ Admin ENoting X @ localhost/appiverity.php x  +

the Decryption Method

Figure 12. Analysis of the test results shows that the vote tally for each candidate is accurate using the
decryption method.

This test aims to compare votes recorded in the ciphertext table (using BFV homomorphic

encryption) with votes entered directly into the plaintext table (without encryption). The

evaluation was successful, as the verification results matched the data stored in the database
e Analysis of Verification Test Results for Vote Counting Using the Ciphertext Method

The test was successful, as the decrypted results of the encrypted vote counts matched the

database records, achieving 100% accuracy.

Decrypt Encrypted Vector

Kandidat 1 Kandidat 2 Kandidat 3 Kandidat 4 Kandidat 5

9,862 10,013 10,120 10,049 9,956

Figure 13. The analysis results demonstrate that the vote aggregation performed directly on ciphertext is
accurate.
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Evaluation of Performance Test Results

The test was successful according to the hypothesis, which aimed to complete the input of
50,000 records within 10 minutes. As shown in the figure above, it took 5 minutes and 15
seconds to input all 50,000 records, corresponding to an input rate of 158.5 records per second.
The table storing these 50,000 entries has the following size

Name ~ Rows Size Created |
[ tabel_encrypted | 50.000 3834 MIB | 2025-08-21 16:39:14
[ tabel_log_verifi.. | 50.000 32,0KiB 2025-08-21 16:39:15
[ tabel_plain 50.000 50 MiB 2025-08-21 16:39:14

Figure 15. Data Usage Comparison Between Homomorphic Encrypted and Plaintext Tables

The tabel_encrypted is larger in size because it stores BFV ciphertexts, each approximately
8,000 bytes. Multiplying the size of a single ciphertext by 50,000 records and converting to

megabytes results in an estimated storage requirement of approximately 381.469 MB.

The encrypted vote calculation for 50,000 votes was completed in under one minute, indicating that the test
met the expected performance target.

Table 8. Summary of Experimental Results Analysis

No Parameter Test Description Target/ . Result Conclusion
Hypothesis
Voting Time .
1 | (including Inqu 50,000 votes into <10 minutes 5 minutes Achieved
candidate data randomly
parameters)
Compare total votes per
Vote Accuracy candidate between plaintext
2 | (Decryption and ciphertext 100% Accurate | 100% Accurate | Achieved
Method) (Homomorphic) using
decryption
3 | (Ciphertext / ) b 100% Accurate | 100% Accurate | Achieved
. . and ciphertext without
Without Decryption) .
decryption
Storage requirement for
4 | Data Size 50,000 votes meets expected | 512 MB 383.4 MB Achieved
target
5 Verification Time Verify validity of 50,000 <10 minutes 295.8 seconds | Achieved
(Encrypted Data) encrypted votes
Decryption Time Decrypt 50,000 votes using .
6 | (Ciphertext / ciphertext without <10 minutes geg;lg;es 15 Achieved
Without Decryption) | encryption
Decryption Time .
7 | (Decryption g:;;yptzgg’?fgtzgges using <10 minutes 13.816 seconds | Achieved
Method) yP

3.3.3.

Evaluation Using Blockchain-Based Algorithms in Prior Research

From a business-process perspective, the blockchain-based algorithm presented in this study aligns with prior research

utilizing the BFV homomorphic encryption scheme, as both approaches ensure that data are encrypted from the initial

stage and processed without ever being revealed in plaintext formAccording to the study by Raj, Peker, and Mutlu [30],

data “are encrypted before they are shared and remain encrypted... in transit, at rest, and in use”, thereby preserving data

confidentiality throughout the entire processing lifecycle. The key difference lies in the computational execution model.

According to Raj, Peker, and Mutlu, [30], statistical computations are executed directly on the blockchain through smart
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contracts, whereby both algorithm integrity and computation results are ensured by the blockchain’s immutability and
are thus highly resistant to manipulation. In contrast, the BFV-based approach employed in this study generally performs
computations off-chain, making integrity more dependent on trust in the executing system. Furthermore, Raj, Peker, and
Mutlu, [30] emphasize that implementing FHE on blockchain platforms still faces technical limitations, including the lack
of support for division operations on encrypted values and high computational and gas costs, which reduce efficiency for
large-scale datasets. Consequently, although both approaches share similar business workflows and security objectives,
they differ in the trade-offs between blockchain-based decentralized integrity and the computational efficiency and
flexibility offered by the BFV scheme. Further research is required to evaluate the applicability of blockchain-based
algorithms for future e-voting systems.

4. Conclusion

This study provides a scientific contribution by demonstrating the feasibility of applying the BFV (Brakerski-
Fan-Vercauteren) homomorphic encryption scheme to a web-based e-voting system through a structured
evaluation of predefined testing parameters. Experimental results indicate that voting and vote-processing
mechanisms operate within the intended operational limits, showing that homomorphic encryption can be
integrated into existing e-voting workflows without disruption, even at the scale of tens of thousands of votes.
These findings confirm the practical suitability of the BFV scheme for real-world e-voting systems. From the
perspective of vote-counting reliability, the results show consistent outputs between decrypted processing
and direct computation over ciphertexts, providing empirical evidence that vote tallying can be performed
entirely in the encrypted domain without compromising accuracy while minimizing exposure of sensitive
data. This supports the adoption of end-to-end security principles in electronic voting systems. Furthermore,
the evaluation of encrypted data size and cryptographic processing time demonstrates that resource
requirements remain within acceptable system limits. Overall, this study confirms that the BFV algorithm
effectively preserves vote confidentiality and integrity and can be realistically deployed in medium-scale e-
voting systems. The primary contribution lies in providing measurable evaluation results that may serve as a
reference for future research and development of secure and trustworthy e-voting solutions.
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