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Abstract

Rapid advances in information and communication technology not only
offers unprecedented access to information but also presents significant
challenges, especially misleading content in social media. This condition
requires students as social media users to develop good information
literacy skills. The purpose of the study is to assess the level of information
literacy of students to face and fight misleading content in social media.
The researchers used a mixed research method, using a validated
guestionnaire based on Eshet's (2004) digital literacy framework and
interviews as research instruments. 35 students were selected through a
saturated sampling method. This study assesses 3 main indicators, namely:
the ability to access and understand digital information, critical evaluation
and analysis of digital information, and responsible digital participation
and communication. The research findings revealed that English Language
Education students at IAIN Takengon show relatively low ability to deal with
misleading content in social media. This study provides implications that
there needs to be an integration of the curriculum with various skills (critical
thinking, lateral reading and others); educational institutions, especially
universities, pay attention to information literacy by providing training to
lecturers, providing facilities and supporting tools; and for social media
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users, especially students, to be more active in dealing with misleading
content

Keywords : digital literacy,
information literacy, misleading
content
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INTRODUCTION

In today's digital era, there has been a major change and improvement in the way
information is disseminated and consumed by the public. While the information was more
centralized and delivered through traditional media such as newspapers, radio, and
television with a linear and slow flow in the past, the information spreads very quickly and
widely through the internet and social media currently. Every individual has the potential to
become a disseminator of information through various digital platforms such as Instagram,
TikTok, YouTube, and X (formerly Twitter). The dissemination of information is becoming
increasingly decentralized, participatory, and real-time.

On the other hand, information consumption patterns have also changed drastically.
People tend to consume information in short, visual, and instant forms, often without first
verifying it. This raises new challenges such as the spread of hoaxes, misinformation, and
the formation of filter bubbles. Filter bubbles appear in a way where individuals are only
exposed to information that is in line with their views. This condition demands more
complex digital literacy skills, not only in technical terms, but also the ability to think
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critically, ethically, and reflectively about information received and shared in the digital
space.

Disinformation obtained by social media users and news seekers on digital platforms
spreads rapidly and widely due to several factors: 1). Disinformation on social media
platforms is often presented in the most "engaging” or emotionally provocative way
(Burkhardt, 2017); 2). Social media users tend to spread information that aligns with their
beliefs (information bias) or sensational news without verification (Christy Galletta Horner
et al., 2023; Kim & Dennis, 2019: 3). There is an ease in disseminating information (Burkhardt,
2017; Shu et al., 2020); 4). Society has not yet developed the digital literacy skills to
distinguish between true and false information (S. Mo Jones-Jang et al., 2019; Tomczyk,
2020).

One type of disinformation found in social media used is misleading content.
Misleading content is content that is exaggerated, sensational, frightening and produces
misleading news and has low news quality. With misleading content provided by some
content in social media, it has a negative influence on its readers (Chen et al., 2015).

Next, misleading content has serious impacts on individuals and society. Some of
these impacts include: individuals making decisions and forming opinions based on
inaccurate information in political (Zannettou et al., 2019), economic, religious, and daily life
contexts (Kumar & Shah, 2018; Wade et al., 2020); hoaxes and misleading content that
provoke hatred or hostility leading to conflicts between ethnic groups, religions, factions, or
social classes (Schmeisser et al., 2024); misleading content potentially resulting in financial
losses (Rangapur et al.,, 2023); and health-related hoaxes endangering lives, preventing
people from seeking proper medical care (Suarez-ledo & Alvarez-galvez, 2021), or
triggering panic (Rocha et al., 2023).

To tackle the potential impacts of misleading content, readers need digital literacy
skills to filter misleading news on social media to understand, analyze, evaluate and interact
with digital space in a smart, critical and responsibility (Cooke, 2018). Digital literacy is
defined as an individual's ability to effectively and ethically find, evaluate, use, and create
information within the digital environment (Peng & Yu, 2022) Nascimbeni & Vosloo, 2019;
(Spante et al., 2018).

Digital literary has 5 aspects: information literacy, communication and collaboration,
digital creation, safety and security, and problem-solving. Information literacy is a cognitive
skill, namely critical thinking by accessing information obtained in an educated and
effective way that functions as an information filter by identifying incorrect, irrelevant or
biased information (Eshet-Alkalai, 2004).(Horner et al., 2023)

With a thorough grasp of digital skills specially information literacy, individuals can
identify, verify, and filter misleading content acquired from social media and other digital
platforms (Panda & Kaur, 2024). Strong digital literacy enables someone to understand the
common characteristics of hoaxes, verify information, and filter information effectively
(Fowler-Watt & McDougall, 2019), there are specific gaps in our understanding. Previous
research has often focused on broad definitions of information literacy or the impact of
disinformation. However, few studies have comprehensively examined how different
aspects of information literacy: the ability to evaluate sources, verify facts, and recognize
bias, specifically correlate with university students’ practical abilities to identify, verify, and
filter misleading content on social media platforms. Most studies tend to be descriptive or
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only measure general literacy levels, without analyzing the specific cognitive or behavioral
mechanisms involved in dealing with misleading content among university students as
highly vulnerable digital natives. Furthermore, the integration of conceptual models that link
information literacy elements with practical strategies for identifying misleading content is
still limited.

The challenges and opportunities presented by social media are particularly relevant
to younger age groups (Anderson & Jiang, 2018), who are highly exposed to and
simultaneously vulnerable to misleading information in media social. Students are a prime
target for misleading content in media social. Therefore, it's essential to focus attention on
their digital literacy skills.

University students, in particular, are part of the "digital native" generation—a group
that has been familiar with digital technology since childhood. They access the internet not
only for academic needs like finding references or attending online lectures, but also for
social purposes such as interacting on social media and following current events (Anderson
& Jiang, 2018). This high intensity of internet use makes them highly susceptible to
information that may not be accurate. Without adequate digital literacy skills specially
information literacy, they could become victims of misleading content in media social or
even inadvertently contribute to its spread.

Moreover, students are the future leaders and agents of change. Students are the
next generation of the nation who will lead and build the country in the future. Their higher
education is expected to equip with them with the knowledge, skills and values needed to
face the future challenges. They are also seen as the agents of change because they have
the potential to influence various social, political and economic aspects. They are often at
the forefront of voicing people’s aspirations and pushing for change for the better. As
individuals who will play a role in decision-making across various sectors of life, the ability to
discern valid information and understand the digital context becomes crucial. A low level of
digital literacy among students not only affects them personally but also has the potential
to influence the quality of future society.

In analyzing this phenomenon, this study relies on several theoretical frameworks. In
addition to Eshet-Alkalai's (2004) information literacy which emphasizes critical cognitive
abilities in filtering information, we also integrated the broader concept of media literacy to
understand how students understand the context of digital information production and
consumption. Specifically, we explored the role of lateral reading strategies (McGrew et all.,
2018) as an indicator of practical information literacy skills in verifying online content. This
ability is very relevant to addressing the challenges posed by confirmation bias which often
exacerbates the spread of disinformation (Christy Galletta Horner et al., 2023). Therefore,
our conceptual model postulated that a high level of information literacy, manifested
through lateral reading practices and awareness of cognitive biases, would be positively
correlated with students’ ability to identify and counter misleading content on social media.

Therefore, this research is very relevant and urgent by specifically examining the
correlation between digital literacy levels (with an emphasis on information literacy) and
students' ability to recognize misleading content on social media, this study aims to fill the
existing gap. We investigated the key dimensions of information literacy that may be most
influential, and how these manifests in their ability to filter information in a complex digital
environment. The results of this study are expected to provide a deeper understanding of
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the specific challenges faced by students as future agents of change, as well as provide an
empirical basis for the development of more targeted intervention programs or curriculum
to increase their resilience to disinformation. In addition, this study will contribute to the
development of a more comprehensive conceptual model of digital literacy in the context
of disinformation identification.

Based on the background of the problem, research gaps, and justifications that have
been presented, this study would answer how the level of information literacy of university
students in the context of identifying misleading content on social media.

METHOD

This study uses a mixing method and using 2 research instruments, namely
questionnaires and interviews. The questionnaire is used with a closed questionnaire type
that uses a Likert scale. The questionnaire contains 15 questions used to assess the level of
information literacy of TBI IAIN Takengon students. This closed-ended questionnaire was
first validated using a logical validity technique, which involved seeking feedback from
three experts regarding the questions related to the information literacy level of TBI
students at IAIN Takengon in facing misleading content on social media in the digital era.
Based on the experts' evaluations, several suggestions were provided for improving the
questionnaire designed by the researcher.

Next, the researcher conducted a validation trial with 30 test samples, which index
validity of questionnaire was 0.886 and this index validity was "very high" category. This
questionnaire validity index was then compared with the r-table value of 0.3610. The
researcher found that the validity index is higher than the r-table value, thus concluding that
the tested questionnaire instrument was valid. Furthermore, the reliability index was 0.90,
which was also compared with the r-table value of 0.3610. The reliability index of the
questionnaire was found to be higher than the r-table value, and conclusion that the tested
guestionnaire was reliable.

After the questionnaire was valid and reliable, it was then administered to 35 research
respondents, who were TBI students at IAIN Takengon. The sample of 35 respondents was
selected using a total sampling method, considering that the number of students in the TBI
program was less than 100 and according to the researcher's considerations, the entire
population should be taken as a sample in order to obtain truly valid data. The data
obtained from the questionnaires were analyzed using descriptive statistics in the form of
percentages.

Next, the researcher used in-depth interviews to obtain data related to examine
phenomena and conditions on the ground related to the digital literacy skills of TBI students
at IAIN Takengon. The data obtained from the interviews were analyzed using Miles and
Huberman's data processing technique by using 3 steps, namely reduction, display and
verification which led to interesting findings concerning digital literacy among TBI students
at IAIN Takengon.

RESULT AND DISCUSSION

The research conducted on English Language Education (TBI) students at IAIN
Takengon regarding their information literacy levels yielded the following results and
discussion:
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Result

This study aims to assess the level of information literacy of TBI IAIN Takengon
students and to find out the challenges and opportunities they face in developing
information literacy skills. This study is related to information literacy related to misleading
content spread on social media, by looking at 3 main indicators, namely: ability to access
and understand digital information, evaluation and critical analysis of digital information,
and responsible digital participation and communication

1. Ability to Access and Understand Digital Information

In the ability to access and understand digital information indicator, there are 2 sub-
indicators, namely accessing and navigating online information and digital content
comprehension. The following is a line graph that illustrates students' abilities with the 2 sub-
indicators.

data of sub-indicator ability to access and
understand digital information

unable less able maoderately able able very able

kemampuan

==@=1 Access and Navigation of Online Information

=== Digital Content Comprehension

Figure 1. Data Graphic from the indicator of ability to access
and understand digital information

From the image above, it can be explained in the sub-indicators: access and navigate
online information: The majority of students (48.57%) shows good skills in accessing and
navigating online information. However, 5.71% is still less able to identify credible links.

From sub-indicator of digital content comprehension: 51.4286% has a fairly good
understanding, but 28.5714% is still less able to understand nuanced information, identify
bias, and tend to accept information without reading it all. This shows challenges in deep
understanding.

Based on the analysis of qualitative data collected from interviews with TBI |AIN
Takengon students, this study revealed that the level of information literacy of students in
dealing with misleading content on social media shows a complex pattern and their ability
to deal with it is relatively low. Although most students actively use social media and are
aware of misleading content, their ability to identify, analyze, and respond critically to such
content still needs strengthening. There are several interesting findings that the author
revealed:

1) High exposure and awareness of misleading content. Almost all participants
admitted that they were often exposed to misleading content (hoaxes,
disinformation, misinformation) on various social media platforms such as
Facebook, Instagram, TikTok, and WhatsApp groups. They also realized that this
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content could be fake news, unfounded health claims, racially motivated
provocations, and even online fraud.

2) Limitations in verifying sources and information. When faced with questionable
content, students' first strategy is to search for similar information on search engines
or mainstream news platforms. However, the ability to assess the credibility of the
source in depth is still imited. Many only see the title or thumbnail without clicking on
the link or only compare it with one or two other sources. They have difficulty
recognizing the characteristics of fake news sites or hoax-spreading accounts.

3) Passive tendency in fighting misleading content: When they find misleading content,
most students choose to ignore or block the spreader's account. Few actively report
content or provide clarification to the spreader (especially if it is a friend or family
member), fearing confrontation or being seen as a “know-it-all.”

2. Evaluation and Critical Analysis of Digital Information
The following is a description of the data obtained from distributing questionnaires to
respondents with indicators of evaluation and critical analysis of digital information:

data of sub-indicator's "evaluation and critical
analysis of digital information"

300
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W e —
0 —
unable less able moderately able able very able
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3 Analysis of Arguments and Claims
===} Verification of Facts and Data

== 1 |dentification of Information Sources

Figure 2. Data graph from the sub-indicator evaluation
and critical analysis of digital information

Related to the picture above, the sub-indicator of identifying information sources
found that 51.4286% of students is quite able to check the "about us" page or site domain.
However, 8.5714% is still less able and tended to only look at the title or rely on
recommendations from friends.

In the sub-indicator of verifying facts and data: Although 65.7143% is quite able,
28.5714% is still less able and tended to trust information from social circles without
verification.

Furthermore, in the sub-indicator of analyzing arguments and claims: This is an area
with significant challenges, with 65.7143% of students less able to identify faulty logic,
inconsistencies, or distinguish facts from opinions; only 22.8571% is quite able.

In addition, in the sub-indicator of distinguishing types of content: This is also a big
challenge, with 71.4286% of students still having difficulty distinguishing between news,
opinions, advertisements, or sponsored content and only 11.4286% is quite able.
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Related to “Critical Evaluation and Analysis” indicators, there are several interesting
findings that the research obtained from the results of interviews with TBI IAIN Takengon
students. The findings are:

1) Awareness of the need for verification, but lack of systematic methods. Students
are generally aware of the importance of verification when they find questionable
content on social media. Their initial strategy is to seek "confirmation” from other
sources, usually through Google or national news platforms. However, this
verification process is often not systematic or in-depth. They tend to stop at the first
suitable finding, without actively seeking counter evidence or evaluating the
nuances of the information.

2) Difficulty identifying content and context manipulation. Students show limitations in
recognizing digital content manipulation such as the use of simple deepfakes. They
also often have difficulty analyzing the context in which information is presented. An
old photo or video presented as a new event often escapes their critical detection.
The ability to check the original upload date or location of the incident is still not a
habit.

3) Impact of emotions and affiliations in the analysis process. Emotional factors and
group daffiliations significantly affect critical analysis skills. Content that triggers
strong emotions (anger, fear, pride) or that comes from a circle of friends/family
tends to be less objectively analysed.

4) Minimal use of advanced analysis tools. Almost no participants proactively use
advanced analysis tools such as fact-checking sites (e.g. Mafindo, Turn Back Hoax),
reverse image search, or metadata analysis tools. Knowledge about the existence
and how to use these tools is still very limited.

3. Responsible Digital Participation and Communication

The following is a description of the questionnaire data obtained for the responsible
digital participation and communication indicator:

data of sub indicator's "Responsible Digital
Participation and Communication"

160
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Figure 3. Data graph from the sub-indicator "responsible
digital participation and communication”

The data from the picture above shows the sub-indicator of Information
Dissemination and Ethics: 71.4286% of students often shares information without much
thought, especially if it is in accordance with their views. Only 11.4286% is quite aware of the
impact of information dissemination.
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Furthermore, in the Digital Security sub-indicator: The majority (71.4286%) shows a lack
of understanding of data privacy, hate speech, and phishing risks, and tends to share
excessive personal information.

Related to the indicators of “digital communication and communication
responsibility”, several interesting findings obtained from the results of interviews with
students:

1) Awareness of the ethics of sharing information but dominated by the attitude of
"Filtering Before Sharing”. Students generally expressed awareness of the
importance of not spreading unverified information. The concept of "filtering before
sharing” is quite familiar among them. They acknowledge that spreading hoaxes
can have negative impacts, such as confusion, division, or harming others. However,
this awareness more often manifests itself in the refusal to spread hoaxes (passive
attitude), rather than proactive action to combat their spread.

2) Reluctance to engage in public clarification or correction. When finding misleading
content shared by others (especially friends or family members), the majority of
students tend to avoid confrontation or direct public correction on social media.
They are worried about being considered "know-it-alls,” sparking unnecessary
debates, or damaging social relationships. If there is action, it is more often in the
form of a personal reprimand via private message or simply ignoring the content.

3) Low use of reporting features. Although social media platforms provide features to
report inappropriate or misleading content, the level of utilization of this feature by
students is still very low. They tend to be unfamiliar with the process or feel that
reporting will not be effective in changing the situation. This apathy contributes to
the continued circulation of misleading content.

4) Priority of maintaining harmonious digital relations. There is a strong priority to
maintain harmonious digital relations among students. This means that they often
choose not to disturb or offend other individuals or groups on social media, even
when faced with clearly misleading content. This consideration often takes
precedence over the responsibility to correct misinformation.

5) Role as passive consumers of information, not producers of clarification. Most
students see themselves as consumers of information on social media, rather than
as active agents responsible for clarifying or disseminating correct information. The
concept of proactively creating counter-content or explaining hoaxes to a wider
audience is still not part of their digital participation practices.

Discussion

The findings of this study provide a comprehensive overview of the digital literacy
levels of English Language Education students at IAIN Takengon, particularly in the context
of confronting misleading content in social media. Generally, these findings indicate that
while students possess basic abilities in accessing and navigating digital information, they
can't face significant challenges in evaluating and critically analyzing information, as well
as distinguishing content types. This is crucial given the overwhelming flow of
disinformation in the digital era.

Although students demonstrated basic skills in accessing and navigating digital
information, as indicated by their familiarity with digital infrastructure, these findings are in
line with the views of (Falloon, 2020); Yan & Li, 2023; (Naufal, 2021) who assert that digital
literacy goes beyond mere technical capabilities. Good access skills without being
balanced with in-depth cognitive skills to understand and process information can actually
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be a gateway for disinformation, as users may feel 'capable’ but are vulnerable to
misleading content.

In evaluating and critically analyzing digital information, many students show a
tendency to be less proactive in identifying credible sources of information and verifying
facts or data. The tendency to accept information from social circles or without cross-
checking is the main gap for the entry of disinformation. This phenomenon is in line with
previous research findings that highlight the difficulties of individuals, including students, in
conducting lateral reading (McGrew, 2024) or quickly verifying information outside the
website itself (Haider & Sundin, 2022); McGrew et al., 2018). The implication is that the lack
of analysis of arguments and claims indicates that students may not have fully developed
the critical thinking essential to dismantle complex disinformation narratives. This indicates
a significant gap between exposure to massive digital information and adequate critical
digital literacy skills. In other words, even though students are familiar with the digital
environment, they are still vulnerable to disinformation due to limitations in content
verification and analysis strategies.

The indicator of the ability to distinguish between types of content also highlights
significant student vulnerabilities. In the era of media convergence, the lines between news,
opinion, and advertising are increasingly blurred. Disinformation is often presented in a
format that resembles valid news or opinion, making it difficult for untrained students to
identify. This phenomenon is reinforced by research showing that a lack of media literacy
and advertising literacy (Felsenthal & Agbaria, 2023) can cause individuals, including
students, to misinterpret the purpose and credibility of content.

The implication is that students tend to have difficulty recognizing disinformation-
spreading tactics, such as native advertising or unclear sponsored content, which
intentionally blur the lines between factual information and commercial or ideological
persuasion. This condition not only hinders their ability to critically evaluate information but
also increases their risk of being exposed to and even believing disguised disinformation
narratives. Therefore, increasing awareness and specific training on the various strategies
used to spread disinformation is crucial to equip students with the skills needed to navigate
the complex digital media landscape.

The last indicator related to digital responsibility provides an explanation of the
behavior of information dissemination and digital responsibility of students. Although
students show little awareness of digital ethics and security, their behavior in disseminating
information still requires significant improvement. The tendency to share unverified
information, especially if it is in line with personal beliefs, can accelerate the spread of
disinformation. This phenomenon underscores the urgency of digital responsibility as an
integral component of digital literacy, which includes ethical and social aspects in the use
of technology (Floridi, 2019); Luke, 2018; (Tomczyk, 2020).

The implication is that this lack of understanding of digital ethics is not only limited to
theoretical knowledge but is also manifested in real actions that have the potential to be
detrimental. When students tend to prioritize personal validation over factual verification,
they indirectly become agents of disinformation spreaders, even without malicious intent.
This requires a more comprehensive educational approach, not only focusing on technical
digital literacy skills, but also instilling awareness of the social and ethical impacts of every
act of sharing information in the digital realm. Therefore, the development of a curriculum

d = 10.30983/educative.v10i1.9852 27 | Page



10.30983/educative.v10i1.9852

£ZERahmahidayati Sari. et al Jurnal Educative: Journal of Educational Studies
Information Literacy of IAIN ... Vol. 10. No. 1 Edition June 2025

that emphasizes the principles of digital responsibility, including critical thinking lbefore
sharing, is essential to fortify students from becoming part of the disinformation cycle.

CONCLUSION

Based on the findings and discussions that have been presented, it can be concluded
that English Education students at IAIN Takengon show a relatively low level of information
literacy in dealing with misleading content on social media although they have basic skills in
accessing and navigating digital information.

They have weak critical evaluation and analysis skills for digital information; most
students are less proactive in identifying credible sources of information and verifying facts
or data, analysis of arguments and claims is the biggest challenge area, with the majority
of students having difficulty identifying faulty logic, inconsistencies, or distinguishing facts
from opinions.

Besides, they also show significant difficulty in distinguishing between different types
of content, such as news, opinions, advertisements, or sponsored content, which are often
disguised as valid information. Meanwhile, for the ability of digital participation and
responsibility that is not yet optimal: despite having basic awareness of the ethics of
sharing information, students tend to be less proactive in disseminating verified information
and tend to share content that is in line with personal beliefs without in-depth verification,
students prefer to ignore or block and priority of maintaining digital social relationships
often overrides the responsibility to correct incorrect information, and the utilization of
content reporting features is still low.

With the conclusions of the research above, implications can be given in this
research:

1. Implications for Curriculum and Instructional Improvement

These findings underscore the urgency to reform approaches to information literacy
education. This reform includes a comprehensive integration of the curriculum, with a focus
on developing critical thinking skills, lateral reading skills, strengthening media and
advertising literacy, and instiling awareness of digital ethics and responsibility. Improving
critical thinking skills: the curriculum should explicitly teach methods of analyzing arguments,
identifying bias, logical fallacies, and distinguishing between fact, opinion, and
propaganda.

2. Implications for Institutional Policy

IAIN Takengon and other similar institutions need to formulate comprehensive policies
to support the development of information literacy. This includes integrating information
literacy into various courses, ongoing training for lecturers and teaching staff, providing
relevant resources and supporting tools, encouraging further research in the field of
information literacy, and establishing collaboration with external parties.

3. Implications for Users (Students and the General Public)

For users of digital information, especially students, these findings imply the need for
fundamental changes in behavior and mindset. This means developing a healthy
skepticism, prioritizing verification over emotional validation, utilizing available tools and
features for fact-checking, daring to clarify constructively, becoming responsible producers
of information, and conducting ongoing education on digital literacy.
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